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Web Profile Permissions

The first step in using BoldNet is determining Web Profile Permissions. This will either allow
or restrict access to certain sections of the Manitou software, including the Operator and
Dealer workstation. For instance, customer-level access may include access to edit contact
information, but restrict access to permits, action patterns or On Test. These permissions are
edited in the Supervisor Workstation. Each permission level is given a descriptive name, such
as Administrator or Supervisor. Individual Manitou users can be assigned to one or more of
these permission levels. Virtually every aspect of Manitou’s display menus can be defined
within a permission level, therefore various permissions should be carefully planned and
designed prior to being created and assigned.

Note: Upon initial installation, all permissions for all User Groups are set to open. Newly
added subtypes (i.e. Dealer Restricted Access, Full Access, etc.) are marked as Visible/grayed
out.

To begin setting up Web Profile Permissions, open the Supervisor Workstation and select
"Setup" under the Maintenance menu. Select "Permissions” to open the Permissions screen:

Permizsions

ode
" Template
& Setup

Pemission Details

I Description I Access I

Select Template mode, which allows users to define different levels of access for profile
permissions. With the screen in Edit mode, select Web Client Permissions, and click on the
Types button located above the Permissions tree. This will bring up the Profile Types
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dialogue box:

Profile Types |

Application Types

Client and Supervizor W orkstation
D weh Client

Full &zoess Add
Customer Access

Remove

k. Cancel

Select Web Client from the drop-down menu, and click Add. Enter the name of the Profile
Type (such as Full Access, Dealer Access, or Customer Access). Each profile type will then
be applied to a user's profile in the Operator Workstation, and will determine the level of
access for that BoldNet user. Once the changes have been made, click Save to put the new
profile types in place. Return to the Permissions screen and put the form into Setup mode.

Profile Permizsions kMode

D escription: [Full dccess [ -n- |ate

Click the Edit button to begin making changes to profile permissions. In the following
example, customer profile permissions are set up:

8 Cliert Permissions
--Supervisnr “Wiorkstation Permissions
EI--'W_'el:u Client Permizzions

.. Y =

#-Customer Access

Expand the Customer Access tree, and select the appropriate permissions. For example, since
this is a customer access profile, the Central Station may wish to limit customer access to
requesting a change for contact information or schedules. Therefore, access will be limited to
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changing information on a contact list, schedules or perhaps general information. Each profile
permission has the following access options available:

e Visible/Enabled = Can view and edit (where available) the selected item
e Visible/Greyed Out = Can only view the selected item
e Hidden = The item will not appear at all

Prafile Permiszions fode

. . . r
Dezcription: Customer Access Template
% Setup

FPermizzion Details
D ezcription Ancess
b | General Infarmation Wizible/Enabled -

Dezcrption
Yizible/Enabled
Yizible/Greved Out
Hidden

Once the Access options have been set, click Save.

Operator Workstation

Once the permissions have been set, open the Operator Workstation and locate the Dealer,
Customer or Branch. In the Contact List section, enter a password and Web Access 1D, and
select the Web Profile from the drop-down menu. In the following example, the customer has
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been given a Profile Type of customer access:

Access

O Pemizzions Suspended

[ Can Open/Cloze Within Schedule

[ Can Open/Close Within Temp Open Window

O Can Open/Cloge Anytime

Can Cancel Alarm

O Can &utharize a 5 chedule Change

[ Can Put Entire Customer Dut of Service

[ Can Put Designated Systemddreas Out of Service
[ Can Edit Customer

[ Can Give Out Customer |nformation

Pazgwords

p Open Time: ||:| ﬁ

[PASSWORD
eb Accesz D: |LI5EFIN£'«ME

eb Prafile: | ﬂ m - I

Full dccess

Cuzstomer ﬁ.cc;/
= =

This will ensure that when the customer logs in, he will only have access to limited areas of
Manitou. Once the Web ID, Profile and Password have been set up, click Save.

Tips

The Web Profile Permissions are an extremely vital part of using BoldNet and should be
taken into careful consideration when setting up and editing permissions. A Central Station
Operator or Administrator may wish to have all options available, but only limited options
available to a Dealer, such as statistics and the Dealer's customers.

Setting restricted profile permissions may still allow users to request changes. For example, if
a user is setting up restricted access for a Dealer, and enables customer edits, but restricts all
permissions under the "Customer" tree in the Profile Permissions setup in the Supervisor
Workstation, the Dealer who has these permissions applied to his profile will still be able to
make change requests on the various customer pages and controls for BoldNet. Though it will
look essentially the same the the end user, instead of a "store™ button to store any changes
made to the customer record in BoldNet, a "Request™ button will be available for the Dealer to
press when he has completed his edits. This will produce a change request form that will
create a maintenance item.

Web Membership Tab

The Web Membership tab is used to manage BoldNet users by allowing addition of accounts,
edits or deletion of accounts, or by temporarily locking users out of BoldNet access. All of the
user accounts are associated with the Contact List person(s).

© 2009 Bold Technologies Ltd.
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Web Membesship - BoldNet Uiser Accounts

@ | Usemame | Emal | Fui bame | Locked [LastLockoutDate [ Last Logn Date Last Paswioed | Comment
= o P [tk churk(@igacredhean org Chiistopher Turk [ 031972009 17.02:0€ | 03/19/2008 17:03.06

With the Manitou Client in Edit mode, click on the Add button to bring up the Web

Membership User dialog:

Web Membership User

Idzer Account Details

Izername: I-:turk

Full M amne: | Christopher Turk

Email: Icturk@sacredheart.urg

Comment; ;I

[~

Izer Account Securnity Detailz

Paszsword: Ixxxxx

Confirm Pazsward: Ixxxxx

Security Huestion: I"-.-'-.-"hat i the: name of your pety

Security Answer: IHDWd_'r'

[T Locked Out

Manitou Credentials

Web Access [D: 5552238

Password: 1234

Ok LCancel

Enter a username and the full name and contact E-mail for the new user account. Any
comments about the account can be entered into the Comment field. The User Account
Security Details fields are used to log in to the BoldNet client. In this example, the username
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to log in to the client will be "cturk” and the password given in this form. Security questions
may be added in the event that the customer has forgotten their password. This question will
appear in the BoldNet client when the customer clicks on the "forgot password?" link. By
answering the security question with the answer given in the Manitou Web Membership form,
the customer will then have their username and password sent to them to the E-mail address
provided in the Web Membership User form. They will then be able to reset their password
via the link given in the E-mail.

At times, a customer may need to be temporarily locked out from accessing the BoldNet
client. Clicking on the Locked Out checkbox will perform this action. When their access is re-
instated, uncheck the box to allow access back into the web Client.

The Manitou Credentials portion of the form displays what Manitou account (including the
Web profile, which is the customer's Web permissions) the Web membership is tied to. In this
example, when the customer logs into BoldNet, he will be tied to the Web Access ID of
"5553388."

For more information on BoldNet usage, please request additional documentation for the
BoldNet User's Guide.

Supervisor Workstation Web Membership Maintenance

The Web Membership form in the Supervisor Workstation Maintenance Menu is used to
create web accounts, edit the account details, and other maintenance functions associated with
BoldNet usage. At the bottom of the Web Memberships form, three screens are available for
additional searching and membership maintenance:
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Wweb Membership
IJzermarne & Emai Full M ame Wb D "Web Pazzw Create New |
GLOBAL wanhaa@boldgroup.com | GLOBAL GLOBAL GLOBAL _
b |USEROME | yannaat@boldgoup.com | Mew User USEROME USEROME Edit Selected |
Lock Selected |
Unlock Selected |
RBemove Selected |
K 5
Boldet Users | /=2 Fiter | Restricted IP Addresses |

The first form - the BoldNet Users - is the default form and displays all current Web accounts:

Wwieb kembership

|Jzemanme 4 Email Full M arme Wwieb (D Wwieh Pazaw Create Mew
GLOBAL wannaat@boldgroup.com | GLOBAL GLOBAL GLOBAL _
b | USEROME | yannaai@boldgroup.com | Mew User USEROME USEROME Edit Selected
Lock Selected

Unlock Selected

Remove Selected

From here, users can select an account and edit any details associated with the account by
clicking on the "edit selected™ button to the right of the memberships form. Users may also
temporarily lock an account from accessing BoldNet by clicking in the checkbox under the
Locked column, or by mass selecting fields and clicking on the "Lock Selected" button.

© 2009 Bold Technologies Ltd.
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User Filter

The User Filter form can be used to search for specific users based on user name, Web Access

IDs, or E-mail addresses. Users can also search for Web membership based on the status of
Locked Out, Not Locked Out, or Both.

Uszer Account Details

b anitou Credentials

g User Mame From: | WwebAcces: |D From: |
User Mame To: | Wwebdccess D To |
Ermnail Status
. ) " Locked Out
Ermail Address: |  Not Locked Out
{* Bath
Search LClear

Once the search parameters have been entered, click on the Search button to display results.

The results will appear back in the default BoldNet Users form. Clear all search parameters by
clicking on the Clear button.

Restricted IP Address

At times, certain IP addresses may need to be restricted from accessing BoldNet. In the

Restricted IP Address form, click on the Create New button to bring up the Restricted IP
Address dialog:

Restricted IP Address |

Enter the P address that should be restricted
2/ 1122333444

ok | Cancel |

Enter the IP address and click OK. The restricted IP address now appears in the form:

© 2009 Bold Technologies Ltd.
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wieb tMembership

|IP Address Hoztname Restriction Date
117122 333 444 03,/19/2009 13:30:10

Create Mew

w

1

Bemoyve Selected

Users can remove the restricted IP address by selecting the appropriate row and clicking
"Remove Selected."”

Central Station Permissions

Since it is highly likely that a Central Station employee will be logging in to BoldNet, set up
for a Central Station user is needed. This is easily obtained by logging into the Operator
Workstation and locating the Monitoring Company form in the Maintenance menu. In the
Contact List, locate the Contact (typically a global keyholder) to be used for profile purposes,
and specify a Password, Web Access ID and Web Profile.

© 2009 Bold Technologies Ltd.



Web Profile Permissions

Contact

g Caontact 1D:
M ame:

il Type:

il Title:

ﬁl JobTitle:
Birthdaw:

[Bob Siidel [

|Keyh|:||der ;l
I bl I S Laffi; I bl I
|

Fazzwiords

O Pemizzions Suspended

Cah Cancel Alam

Can Authonze a Schedule Change

Can Put Entire Customer Out of Service

[ Can Put Designated Spstemddreas Out of Service
Can Edit Customer

Can Give Out Customer Information

=3

S ailability

g "Yalid Fron:

|nactive From:

Notable Web Client Permissions

e Portal Options

Change Personalization

The Change Personalization permission is used to allow or prevent the user from

15

changing the Portal Configuration options such as the Logo and Skin. This permission is only
applicable to users with a Central Station context, or a Branch/Dealer context that has been
added to the Entities Allowed Personalization list in the Entity Management settings page

available to Central Station context users.

e Central Station, Branch, Dealer, Customer, Global Keyholder Entities

Permissions to each significant component of entity content can be found under the
appropriately named Entity node.

© 2009 Bold Technologies Ltd.
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e <Entity> -> Change Requests
The Change Request permission is used to allow or prevent the user from creating
change requests (which result in Maintenance Issues and possible emails) for the given Entity

type.

e <Entity> -> See Passwords

The See Passwords permission is used to show or hide passwords for the given Entity
type that the user is viewing. The ShowPasswords key of the appSettings section in the
web.config supersedes this setting.

e System Reports
The System Reports permission is used to allow or prevent the user from accessing or
generating reports via the BoldNet application.

e Options
Allow New City Additions
The Allow New City Additions permission is used to allow or prevent the user
from being able to add new cities to the database when editing address fields in the BoldNet
application.

Logging in to BoldNet

First-time users will need to create a username and password by clicking on the "Don't have
an account yet?" link.

- 1 -

'y £, % Enter the code

:'."".'-:‘,_' p_ '-Ef: A shown:
= et — i L0 "
CRaat

User I"-.Iarne:l

Fasswaord: I

[ Remember me next time.

Log In

Don't have an account yet?

ISElEE’t wour location j

Once a username, password and E-mail address are entered, return to the login screen and
enter the specified user name and password. The login code must also be entered every time a
user signs into BoldNet:

© 2009 Bold Technologies Ltd.
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User Name:l.ﬂ-.nna

Password: I----

[ Rermember me next time.

Log In

Daon't have an account yet?
Forgot vour password?

ISeIect wolr location ;I

If the user waits for longer than 90 seconds, the login code will expire and the login screen
will refresh with a new code. This time length can be configured in the web.config file. For
information on how to configure these settings, please refer to the BoldNet Configuration
document. Users can select the desired Locale (language) they wish to use when viewing
BoldNet. For pages that have not been logged into or have not yet selected a context, a Locale
can be selected during login or via the Locale URL parameter. Once logged in and a context
has been selected, the Locale/language assigned to the contact record (such as a Dealer,
Customer or Global Keyholder) will be used.

Depending on the profile, users may have several contexts to choose from after logging into
the Web client. In the example below, a global user (such as a Central Station) may select
several different contexts in order to personalize the look and feel of the web client based on
what context is logged in.

© 2009 Bold Technologies Ltd.
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Hame > Context Selection

Context Selection
Company
1 Bold*west C5
Branch
WEST BoldwWest
Dealer
LCOS Colorado Springs Dealer
# Dealer =
#1  Sub-Dealer 1
K1 United Kingdom Dealers B Us
Customer
1002 heqa kart
BTOOT  Bold - Basic Alarm Customer
BTO0Z  Bold - Wideo Alarm Custorner
1001 Suzan Hormemak.er
CSE8771 Billy T. Kidd
1003 James Polk
1056 Ronald Reagan
5002 Rocky Mountain Library
HIDT23 Werks test
1004 LSA Titde #1071

For example, the global user logged in and may select a context such as a branch, dealer or
customer. Then, they may personalize the menus and skins for every dealer, branch or
customer that logs in to BoldNet in the settings form of the Web client. For the purposes of
this document, the Central Station (Company) context will be used.

Welcome

If no context selection is available, the user logging in will be taken to the initial page, which
may be a welcome page, a statistics page, or a general information page. This initial page is
determined in the Settings section. In this example, since we are logged in as a Company, the
configuration has been set to display statistics and other pertinent information upon login:

© 2009 Bold Technologies Ltd.
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Contact Narse: Toen Thueb Liusd Casthosross 10 LN
Cusrent Conleot 1 - Bobd el CS (Company. ID-1) [Changs pf] [Reguest Changel Load

Logged in a3 user - Drebug]

Summany Stotishics Detady
r ’ Contral Statio
@ @ 24 Houw Inquity ) 48 Hour Inguiy ) 72 Hous Inquioy @ Salecl a Furrayiem o show the detale = Central Stalion
Al Canthoenees - vaiici
Cuhormat Coumis General Information
Agiron Cuighoeney 42 Conisct
feacnes: Customets 5 .ol List
:‘\4@1 EADTE n -
Ddtren Cuntonrrs o Sl
Cughormet Status: Susnmeary Aton Pattems
X hy | Ll B Blirig Charges
Cughormers Curmeril O Tt ] Biling Flates
Dispaciched Ak In The Last 24 Howeg n P
Cuyghorners With Haw Mamitsnance [iiyes ] Sehecubes
Cuztormers "with L regsobved Mairtenarcs |gasss (1] Flavaie Cormands
‘with € pmred] Postrrsts 14 Tasramitar [ Ranges
Customer Watch List 1 e
Top Alaren & mtvibe Olyme 350 Dl 1] Schedubed Fepors
Top Fale Alam Actvity Dves 30 Diaws m Mamienance [stuss
Cushormet Trantmitter Summimany Beanch
1 Deaalat
1 r
o Casthonas
] B Repoits
7 + Sellngs
H 4
Bok Qe Fibss I thoss Lot 24 Houss ]

From here, users can choose an option from the menu to proceed. Remember, based on user
settings, some options may or may not be accessible.

Context Selection

When Web Profile Permissions have been applied, users are operating in BoldNet under a
context selection. A BoldNet application user can have one to many contexts. A context is an
entity-level at which the contact is a part of. A user can only access information for the
context they have selected, and below, within the confines of the user's Web Profile

permissions.
[Hierarchy of Entity Types [Context Types
[Central Station JCan access all data
Branch Can access Branch and Branch's
customers
[Dealer JCan access Dealer and Dealer's customers
|Customer |Can access specific customer only

The current context selection is shown at the Welcome screen after logging in:
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Caontact Mare: Bob Slidell
Current Contests 1 - Triple & Alarm Company [(Company] [(Request Change)

A context selection can be changed after a request is submitted to the Central Station. Once
the context selection is applied, all options available to that context selection are accessible.
In the following example, full access has been applied to this context selection (the Central

Station), so all options are available to the user:

Corbest Selection
= Central Station
Statistics
General Information
Contact List
Call List
Cornments
Action Patterns
Billing Charges
Billing R ates
Schedules
Reverze Commands
Tranzmitter 1D R anges
Scheduled Reports
M aintenance lssues
Branch
Dealer
Cuztommer
Feports
= My Settings
Fortal Configuration
keru Configuration
E ntity b anagement

Ilzer Settings

The user (in this scenario, a Central Station context) has access to all areas, including Central
Station statistics, action patterns, schedules, branches, dealers and customer information.

Clicking on the Current Context link will bring up information about the current context
selection. Since this example is using the context of a Central Station, the Central Station's
alarm information appears:
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De .70

Contact Hame: Bob Slidell

Current Context: 1 = Triple A Alsrm Company [Company) (Request Change)

Company ID: 1 Street 1: 7295 Greenbelt Ln
Corpany Name: Triple A Alsem Campany City: Colarado Springs

i 1 " M CO A
Eieis RIPLE A ALARMICOMPANY State: Colorade Zip Code: 20907

Country: United States of America
Language: English (United States)

Time Zona: Mountain Time (US & Canada)
| Tope | ContactPoint | Ext/Code/Fmt | Schedule |

Slte (T1%) S67-98%54

E-Mail fmain@eriple s alarm, com PDF

Web Address heep e triple sl arm.com
Add

Users can add Contact Points to the information screen by clicking on the Add link below the
Entity Contacts table. The New Contact Point dialogue box will appear:

Mew Contact Point

Cantackt point type:
IHu:-me ;I

™ Unfarmatted antry?

o]

Enter the contact point information and click Save to add the contact point.

Context Selection Examples
Keyholder: John Doe
John Doe has been attached a context selection of Contact List to Customer Z. He can use the

context of Customer Z which enables him to access Customer Z's information within the
confines of John Doe's Web Profile permissions

Global Keyholder: Jane Doe

Jane Doe has been attached to Contact List of Dealer X. Jane Doe can use the context of
Dealer X which enables her to access Dealer X's information and Dealer X's Customer
information within the confines of Jane Doe's Web Profile permissions.
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Global Keyholder: Sarah Doe

Sarah Doe has been attached to the following Contact Lists:

e Contact List of the Central Station
e Contact List of Branch Y
e Contact List of Dealer X

Sarah Doe can use the context of the Central Station to access the Central Station's
information as well as the Central Station's Branch, Dealer and Customer information. She
can also choose to use the context of Branch Y to access the information of Branch Y's
information as well as Branch Y's customer information. Additionally, she could choose to
use the context of Dealer X's customer information. All of these contexts are within the
confines of Sara Doe's Web Profile permissions.

Searching for Accounts

Users can quickly access certain customers by using the Load Customer ID search form. Enter
the Customer ID and click "Load" or hit enter to search for a customer. The wildcard
(asterisk) may be used to load all customers associated with the context that is currently
logged in. Once the Customer ID is entered, the search results will appear:

oad Cushomer [0 > '

Conbact M Toen Thumb
Camierk Conteot: 1 - Bobd Wiedl £S5 [Comparn 10011 [Chanos Cordext] [Fegasgt Change]
Cunrerty Vievang: 1000 - Sugan Hosveesbons |Cuspomes ID-3 [Aadd this cisphomes by yous watch k] [Feguest Changs]

Seaich Citena Cortid Sebechon
SemchFep 1. Customes 1DV - Wl * & Certial Siation
Search ey 2 Deales ID - Vb Branch
SeachKey 3 Transmittes ID = Vabe L
Seach Koy & - Vabe e
Seach Kay 5 - Vb e
—_— = - # Sehrege
[ Search | | Clear | | ShowAdvonced |
Seach Resuks
Lonact 1D Naner City Addiess B asgon/Slate Fhone Tvpe
001 [SusanHememakes  [Fakeon  |2574 Rainbow Biidge Lane [Coloeado  [M191593:2629  [Resudertial |

Note that when a search is performed for one customer, the search parameters are retained in
the Currently Viewing line at the top of the page. This allows easy access to add a customer to
a watch list or request a change to be made to the customer's account.

Click on the Contract ID to load the customer main form:
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Beddress

City:  Fakcon
State: OO0

Cross Streel:
Countiy: Uil

Slahus

1001

: Susan Homemaksr
HOMEMAKER, SLISAN
Residerdial

Hotmal

c Nommal Account

Strect]; 2514 Rainbow Biidge Lane

Zip Code:  BOET

Subdivision: Mendian Ranch
o States of Amnesica

L anguage: English [Urated Stales) AR Company:
Time Zone:  Mowsian T [US & Cansda]  AJR Number:

Lalaam

| Montaer
UL Grade
Service

Delaull Event Syx

B  Indls(l) Monitorng Stalus:  Active

B Active - 0S/252004 1041 Start Date: 0262004
@  FRPF-Remonse Time 3

8 Ffa

Lem

23

Since the skin currently being used imitates the Manitou client, the customer form will look
familiar to most users. From here, users can edit the contact list, view the current systems or
place a customer on test. Please note that many forms are read-only, but requests for changes

can be made to the Central Station to edit any of the forms.

Central Station Options

Since the example used in this document is based on a Central Station context (remembering
that options available to the Central Station context are set up in the Web Client Permissions
section of the Supervisor Workstation and then applied to the Central Station's Contact List
form in the Operator Workstation), all options are accessible to the Central Station, such as
Statistics, Schedules and Reverse Commands, to name a few. Each available option is a
hyperlink located on the left side of the BoldNet application. Clicking on the Statistics link,
for example, will bring up the Central Station's statistics. Each Statistic is also a hyperlink
that displays additional information once it is clicked:

© 2009 Bold Technologies Ltd.
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w 24 Hour Inquiry i 48 Hour Inquiry o 72 Hour Inquiry

I Al Customers ;I

Customer Counts

Hictive Customers
Inactive Customers

Pending Customers

Creactive Custormers

Customer Status Summary

Custorners currently In Alarm

Customers Currently On Test
Dispactched Alarms In The Last 24 Hours

Custorners With Mew Maintenance Issues

Customers With Unresolved Maintenance Issues
IWlith Expired Permits
Customer Watch List

Top Alarm &ctivity Swer 30 Days

Top False &larm Sctivity Ower 30 Days

Customer Transmitter Summary

Transmitters In &larm

Transmitters In Fault

Transmitters In Line Fault

Transmitkers With Low Battery

Transmitters With Late-To-Test

Transmitters Missing Event Programming

Transmitters Mot ©n File Inthe Last 24 Hours

[— I — I I -]

The same concept follows each option available to the Central Station, e.g. a Contact List
contains hyperlinks that, when clicked on, display additional information.

Maintenance Issues

When a maintenance issue is entered into the Operator Workstation, it will display in the
BoldNet application as well. Clicking on the issue number hyperlink will display additional

information about the Maintenance Issue.

0e .70

Contact Mame: Bob Slidell
Current Context: 1 - Triple & Alarm Company (Company] [Request Changel

Maintenance Issues
m

12/19/2007 10:41:10 &AM

Sustern down

If an existing maintenance issue exists, a pop up will appear whenever the user logs in as a
reminder of the existing issue. Users can suppress these popups by adding an appSetting key.
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Please see the BoldNet 1.5.2 Configuration manual under web.config > configuration >
appSettings for this key.

Change Requests

Change requests can be made and sent to the Monitoring Company for any type of change
needed to BoldNet. For example, if a customer wishes to change their contact information,
they can submit a change request to the Central Station where an Operator or Data Entry
person can make the necessary changes. These changes are submitted as Maintenance Issues
which notify the Central Station and are then resolved. This will allow the Central Station to
review any requested changes before the changes are made.

Change Request Form

This change request will be sent from the following address:
annaa@boldgroup.com (Anonymous)
If this is not correct, please change it in the user settings before proceeding.

This change request is in reference to the following entity:

Contact Type: Company
1D: 1
Mame: Triple A Alarm Company

Enter your change request here. Entity information will autornatically be included, so you do not need to enter it here.

H
Submit | Cancel I

Once the changes have been entered, click the Submit button to submit the change request.

BoldNet Personalization

Users with contexts belonging to entities that have personalization capabilities and the
Change Personalization profile permission will be able to add/edit/remove/connect
components on pages of their entities' portal. When the user browses to the page they wish to
modify, the following buttons will be available:

E3 Add/Remove Controls - Sub-entity pages can have a variety of entity-related Manitou
components added/removed from a given page. Uncategorized pages can have the HTML
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Container control(s) added to a given page.

Close

Zontrols that can be added to the current page:
Status Bar

Central Station Statistics

Baszic Central Station

Central Station Address

Central Station Contacts

Central Station Schedule

Central Station Maintenance Issues
Zentral Station Scheduled Reports
Central Station Cormments

Central Station Action Patterns
Central Station Contact List

Central Station Call Lists

Central Station Reverse Comrmands
Central Station Reverse Comrmands

HTML Container

Add ta: | Header Content =] e"-\ddl Close |

o o o I e w w (w

@ Connect Controls - Some controls require connections with other controls. For example,
the Contact List Details control depends on a Contact List control being present on the page to
provide a way of selecting a specific Contact List item to present details for.

Contact List -

s Minimize

Contact List for Triple A Alarm Company

. Contacts

4. Bob slidell

Add

- Edit Control Properties - Some controls have editable properties. For example, the
HTML Container control's HTML content and display size can be edited.

© Reset Personalization for this Page - This option will reset the page's personalization
components and connections to the Central Station's portal personalization settings in the case
of a Dealer or Branch, or reset the page's content components and connections to the default
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state in the case of a Central Station.

Customer

From the Customer screen, users can locate customer records and send requests to the Central
Station to change any part of the record. Users can also add Contacts from the main screen.
Clicking on any of the sub-links in the Customer tree will bring up additional screens that
contain similar properties found in the Manitou application. For example, clicking on the
Options link will bring up the Options form similar to the Options form found in Manitou,
which contains the Customer Password options:

Customer Passwrords

STAPLER general Ma
SWIMGLIME dureszz Yes
Add Remove Edit

To edit any properties, click on one of the links and make the necessary changes.

The links available for customer records are dependent on the access set up in the Web Profile
Permissions. In the following example, the Customer Info, Contact List, On Test form,
Activity Log and Advanced Menus are set up for easy access to the most popular customer
forms:

Customer Info Screen
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» Customet Info

Logged in 3 user -

Bddress

State: COD

Cross Street:

Related Type:  Nomal
Account Type:  Man Account

ﬁﬁ Steetl: 2156 Lt Road
5 City: Grean Mountain Fallz

Zip Code: 80813

Subdivision:

Customes Coniest Selection
Custome: 1D: 1002 @ Central Station
Customer Mame: Mega Mat
File As: ASDF, MEGA e
Type: Commescial Diealer

= Customer
Customer Irhof
Contack List
On Test

Actnaty Log

# Advanced

# Fepods

Country: Urited States of Amesica
Language: Englsh [Urdted States) AR Company:
Time Zone:  Mountain Tone [US & Canada]  AJR Number:

# My Settings:

Status

s 6 InAlam{42] - Zorees Un-Restosed - Zones Monitoring Status:  Active
I Treadle Stant Date: 02/20/2007
Moritoring & Active- 02/20/2007 1714
UL Grade )  CSBG - Resporse Time: 10
Service & Fu

Default Event S pst
rea 1

Aoea 2
Secondary Sys
Default Accesz Spstem
Access Contol
T=2

TH 4

TXS

System 5
Location Tracking

-

Operi - 01,/ 2472007 0831
Open - 1/24/2007 08:31

(242

Ouk of Sync
Out of Syne: Pendng
Out of Synec: Pendng
Out of Sync: Pending

OO0

Clicking on any of these links will bring the user to the appropriate form.

Customer Info
The Customer Info form displays basic information about the customer, including the address,
account type, and most importantly, the account status. It is a view-only screen.

Contact List

Editing Customer Information

If a Central Station wishes to permit a customer to log on and request changes be made to
their records, such as a site address or phone number, updating a contact list or changing
schedules, setting up the appropriate Web Profile Permissions as discussed previously will
allow access to these basic functions.

Note: Currently, customers cannot be added or deleted in the BoldNet application. When a
change needs to be made to a customer record, a change request can be submitted and the
Central Station will make changes in the Operator Workstation.

Any changes that are instantly made in BoldNet are also instantly updated in the Operator
Workstation. However, BoldNet updates the database and the Operator reads the data from
this database and displays it. This means, in turn, that the Operator Workstation does not
know that data has changed and to forward the changes out to Sedona. Changes that are made
that affect Sedona also need to be made in the Operator Workstation on top of the
instantaneous changes made in BoldNet.
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Contact List

The contact list in BoldNet operates much like the Contact List in the Manitou Operator Workstation.
Contact Lists are used to provide detailed information about Keyholders, Dealers, Agencies,
Branches Authorities and Customers that relate to a particular customer account.

The Contact List is divided into four Tabs: Contact Tab, Contact Details Tab, the Notes Tab
and the Cards tab.

e The Contact Tab, which is the default tab, displays general information regarding the
Contact, such as the Type of contact (e.g. Keyholder), job title, Access, passwords, and the
date the contact is valid.

e The Contact Details Tab includes all contact information (phone numbers, e-mail address
and street address).

e The Notes Tab provides any special notes pertaining to that particular Contact.

e If Access Control is enabled, the Cards Tab will appear, providing access to many areas
with the same of different panel user IDs.

:" General | Detads | Contacts | Notes | Casds Context Selection
ek # Cardral Stahon
Cordacts ! Branch
‘im g Contact ID: Deabsr
A James Moreoe Name: James Madisonl = Cuslomer
4, william Tait Type: Techrician
'3, iover o Title: M, Suifix: 5, e o
B Job Title: 1 Cardact List
A Tom Thumb [GK101) Bisthday: Janwsary 01 Qn Test
A Customer Guy Suppress: No Activiy Log
A toe Dude Mot Linked @ Advanced
Ai Duadber Humbes Twar Edit Photo # Repors
Cand Holdes 3 Access # My Settings
3 Clck hese toload cand holders |~ _?;_jl | Can Open/Close wathin schedule =
Desias LS4 | Car Openy/Close within lemp open window B
Can cancel Alam
A Desles ) |Can autherize a schedule change -
Agencies Passwonds
A Sneaky Peak Private Eye [SNES —= Password: MADDDGZ222
+. Branch =0 Web Access ID: JMADISON Temp Open Time: m
. ‘Web Profile: Full Azcess Acct. Company 1D
A ok west (WEST VRT ID; 456 Acel. Technician ID:
L Authiotities Max Test Time: 4
A Colorado Springs Pobee Depattn Avallabisly
A Colorado Springs Fire Depanimer 23 ]| Walid From: 01/01/2007 Valid To:
A Coborado Springs Ambulance Se =1 Inactive From: Inactive To:
o Customers E it
 RTPERITR T e 2
‘ i ,
Add Aemove

If Edit permissions are available, click on the Edit link to begin editing any of the fields.
Users can also add and remove contacts from this form by using the Add and Remove links.
When finished with changes, click the "Store" link to store the changes.

Mugshots

Mugshots are available to add to a contact by clicking on the Edit Photo link:
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[Remove Contact Phaota]

Change photo:
| Browse... |

Save Cancel

Users can browse to the located photo. Click Save once the file is uploaded. System
administrators can limit the file size of uploaded contact photos. See the BoldNet 1.5.2 web.
config > configuration > appSettings section for details on this option.

Access
Use the checkboxes to indicate the Keyholder's access levels. Note that there are some items
that are mutually exclusive of one another. If both items are selected, an error will appear.

Passwords
1. If the Customer wishes each Contact to have a unique password , click on the Password

field and enter the password.

2. Enter a Web Access ID and select a Web Profile from the drop-down menu. Please note,
these fields will not appear if BoldNet is not licensed and installed.

3. Enter a VRT ID if this contact will log in via VRT. Please note, this field will not appear if
VRT is not licensed.

4. If the password is associated with a specific Area, select the Area from the drop-down
menu.

Max Test Time

By default, Max Test Time is grayed out. However, if a password is entered along with a VRT

ID or Web ID, then the field becomes available. This is the maximum test time, in minutes,

that this contact may put the account on test.

Availability
1. Enter a Valid From date to indicate when this Keyholder will be a valid contact.
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2. If applicable, enter a Valid To date to indicate when the Keyholder will become an invalid
contact.

3. If the Keyholder will be inactive during a certain date, enter the date into the Inactive from
and Inactive To fields.

A Note About Birthdays

In the birthday field, the year selection cannot be moved below the year 2000. This is because
it is technically a birth day and not "birthdate,” meaning only the month and day.

On Test

The On Test form operates exactly like the On Test form in the Manitou Operator
Workstation. The current account status is displayed at the top of the form:

Harne » On Test
On Test
D @nt iz currently at ful@
Add On Test
Reazon:
Duration: ., 4 Minutes: 10

Put on test

[ Advanced Optionz ]

This is a simple form used for quickly placing an account On Test. Enter the Reason
(description) and the number of hours and minutes to place the account On Test, and click on
the "Put on test" button when finished. The account will then be placed on test.

Advanced Options
At times, other options may be necessary when placing the account on test. Clicking on the

Advanced Options button will show the following options:
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On Test
Account is currently at full service
Reason:
Date: Time:
From: October = 27 -~ 2009 = 10:35
To: October ~ 27 ~ 2009 - 1145

@ Whole Customer ) Selected Components

Include related accounts? [

Put on test

| Simple Mode |

Here, users can specify a date, as well as whether the entire customer's system or only partial
components (such as a specific zone or area) should be placed on test. Users also have the
option to include related (sub) accounts in the on test parameters. To close the Advanced
Options menu, click on the Simple Mode button.

Activity Log

The Customer Activity Log screen simply shows a log of all activity on the customer's
account. From this screen, Operators may add a comment, add a resolution code, or filter the
log to show a specific activity for record purposes.

Activity Log
=
" Change search criteria
Date Time Log Description
11/03/2009 03:06:03 WIEW - Customer Dpened fior Yiew
11/03/2009 03:06:00 WIEW - Customer Dpened fior Yiew
11/03/2009 083:53:48 5&VE - Customer Details Saved - Updated friom the web by web ID: TOMTHUME
11/03/2009 08: 26:37 WIEW - Customer Dpened fior Yiew
11/03/2009 08:23:46 WIEW - Customer Dpened fior Yiew
11/08/2009 2321:26 WIEW - Customer Dpened fior Yiew
11/06/2009 14221 SAVE - Customer Details Saved
11/06/2009 14:21:25 EDIT - Customer Dpened for Edit - Auth: Operator
11/06/2009 14:21:18 SAVE - Customer Details Saved
11/06/2009 14:20:38 EDIT - Customer Dpened for Edit - Auth: Operatar
11/06/2009 14:20:28 SAVE - Customer Details Saved
11/06/2009 14:17:40 EDIT - Customer Dpened for Edit - Auth: Operatar
11/06/2009 141718 WIEYW - Customer Opened for Yiew
11/06/2009 14:00:44 WIEYW - Customer Opened for Yiew

Clicking on any of the Log Description links will bring up a log details window:
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Log Sequence No. BRET0

Event No. 88870

F.ecord Type 5

Date Time 11/6/2009 2:22:21 PM

Event SAVE - Customer Details Saved
Manual Record False

Event Type 18

Source of Event

Depending on the type of activity, certain fields may or may not appear. Once the details have
been viewed, close out the window to return to the Activity Log.

In the default Activity Log display, the default number of days displayed in the activity log is

set from the user settings page and allows each user to set a default time span to automatically
search when accessing the Activity Log. A 30-day time span is a special case that will actually

search for a month of activity regardless of the actual number of days since the same day in

the previous month.

Search Details

Users can search the Activity Log by clicking on the "Change Search Criteria™ link at the top
of the form. This will bring up the Activity Log search form:
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Date and Time Other
Date From:  Oclober  + 9 ~ 2003 v  Time: 00:00 System: -
Date To: Noverber = 3 = 2003 = Time: 2359 Transmilter: d
Reverse Time Range Area: s
5 . P 7 Zone: -
Time Zone: Mountain Time [US & Canada) - GMT-07:00 -
Receiver Line Prefix:
Log Record Type Standard Evert Type Transmilter 1D:
'Signal a || - Unknown Event & : =
Alarm 1 - GSM Link Fail = Resolution Code:
Handled [Viewed) =1|||"2 - GSM No Responze Sensor: -
Action “3 - Land Line Link Fai Device:
Rezponse Tirme "4+ Land Line Mo Respons DAL
Reverse Command "5 - GSM Resp 0K Sector: -
Alarm Confirmation "5 - Land Line Resp DK
Igrered Signal 7 - GSM Remote Link Fail User Mo / Card No:
Calles IC 8 - G5M Remote Resp OK £ LS
| Binaty Obiject [e.g. Videa) = | " - Burg Alam wvideo vent Souce: -
Point 1D:
Associsted Objects Event Categories Original Event Code:
Video ACCESS - Access Alarms Paoliced:
Audio BURG - Burglary i
Documerit EMERG - Emergency False Alarms:
ENY - Environmental Alams -
FIRE - Fire Alarm . e
GEM - General Alarms Digplay Format: Standard View -
GENSYS - General System Meszages
HOLDUP - Holdup / Personal Attack
MEDICAL - Medical Alsms
OPCL - Open / Close >
[ Seaich | [Clear) [ Hide Advanced |

The form displayed above is the advanced display, but clicking on the "Hide Advanced"
button will shrink the form to display only the most commonly used search fields. Whenever
a search is performed, the last entered search criteria is displayed in the fields. For example, if
the user searched for any events using the Default Event System for the customer, the System
field will still retain the Default Event System search criteria upon the next search. To clear
the previously searched criteria, click on the Clear button at the bottom of the form.

Reports

Reports are generated and viewed in BoldNet much like they are in the Manitou Operator

Workstation. System Reports are available and can be accessed by clicking on the link of the
desired report:

System Reports

Alarm Detai
0 e b O s T

Customer Add el
Customer Status
Caily Signals
Customer Master File
Permit Exception
Permit Expiration
Unrestored Signals
Unused Transmittars

Once a report is selected, enter the necessary information to run the report. Note that Event
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Codes, UL Grade, Event Categories, Customer Type and Resolution Codes (normally
displayed as Advanced Options in the Operator Workstation) are all selected by default. To
select one or several advanced options, click on the desired option. If more than one option
should be selected, hold down the CTRL key on the keyboard and select each desired option.

The main difference between the Operator Workstation and the BoldNet application with
reports is that users have the option to display the report in their browser or E-mail the report
to a custom E-mail list or an E-mail address on the contact list of the customer, as shown
below:

Deliver the report in my browser:

Dizplay

To wiew instant reports, you must have Adobe Reader installed,

et 4

A A C-OBE" READER®

Email the report to a custom email address:

Enter the email address to receive the report:

Attachrment dacurnenttype (chooze PDF if not surel:

& por O RTF

Send Email

Enmail the report to an email address on the contact list:

Send Email

In the Operator Workstation, these options would be selected on the following pages of the
report options, and the report would be sent to the report queue to be viewed instead of
displaying automatically. Users must have the Adobe Reader installed in order to display the
report in the browser. To send an E-mail of the report to a customer or contact, enter the e-
mail addresses in the appropriate fields, and click on the Send E-mail button.

Report Queue
The Report Queue provides basic queue management and the ability to view completed
reports that were previously run, including the status, when the report was submitted and
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completed:

Leogged n &t ugen -

Rieport Qusus Contedd Selechon
] @ Central Station
Branch
Desenplion Shatus Submited Shated Firmthed Maszags = Dipaler
Dy Sigrials Aeport Complated 11032009 1004215 NAW200910:4217 11032000 104217 Customes
Dady Sagnaly Feport Completed 11022003 15:.06:23 022009 15 2624 11220008 15 26:27 B -
Dy Signals Repot Comphated 11/02/2009 125901 1/02/2009 125303 11/02/2009 12.59.03 Preview | 5 Fepot
Dy Signals Report Complated 11/02/2009 125200 TA/2008 12520 MA200E 12520 Repoit Qusus
Dady Signals Flepait Completed 11/02/2009 1 24259 11/02/2009 124300 11/02/2009 124300 Publish | & MySeltings
Dy Sionaly Flepot Completed 11022009 12 44:54 022009 1244:55 11022000 12 44:55
[y Sicriads Flepoit Complated 1122009 124311 TAR009 124312 T1AI2/2000 124312 Abcst
Dady Signals Report Completed 11/02/2003 124241 11/02/2009 124242 11/02/2000 124242
Dady Signals Report Complebed TR0 124215 NAR2003124215 1022003 124215 Delate
Dby Signal: Report Complabed 1122009 124024 ADA2009 1240025 110220085 12 40:25
iy Siorials Flepoit Complated T1A2/2009 123724 11022008 123725 11A02/2000 12.37:25 Gt
Dy Signals Report Completed 1122009123513 NA2009123513 NA22009 123513
¥ Fepot Completed A0 122527 MA22009 122228 A0 122528 -
LT T PN Y | - RPN e 11 WY PR 13T RS A1 AT P AR ED A1 M FEWED 1% TR RS
i ]

From the report queue, users can click on any of the queued reports and view the publish
destinations of the report, as well as preview, publish, delete or re-queue the report. Please
note that the report queue cannot be accessed from a PDA. The queue only shows entries
submitted by the Manitou user that the Web account is tied to (here, the Central Station).
Refresh the report queue by clicking on the refresh button near the top of the form.

My Settings

When a user has full access, this includes personalizations and customization options for
BoldNet. These settings are found under the My Settings section of BoldNet.
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Corbest Selection
= Central Station

Statistics
General Information
Contact List
Call List
Cornments
Action Patterns
Billing Charges
Billing R ates
Schedules
Reverze Commands
Tranzmitter 1D R anges
Scheduled Reports
M aintenance lssues

Branch

Dealer

Cuztomer

Feports

Fortal Configuration
keru Configuration
E ntity b anagement

Ilzer Settings

Settings can range from personalizing the look and feel of BoldNet and changing the layout of
the application to applying the Web Profile.

Portal Configuration

When personalization capabilities are available, the user will be able to add, edit, remove or
connection components on pages of their entities' portal. This includes the changes discussed
in the BoldNet Configuration section of this document as well as the options shown below. A
default set of personalization settings and menu configurations at the Central Station level is
provided if no personalization/menu configuration is found.
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Portal Configuration
Current Context: Dealer One (Dealer)
Portal Customization: Enabled
NO LOGD SET

Upload Mew Logo
I Browse. .

Context: Skin: Initial Page:
Dealer I | I -
Customer I j I j

Llpdate |

A user may choose to upload the Central Station's logo, which will appear at the top of each

page in BoldNet. This is done by browsing to a location, selecting the file, and updating the
Portal Configuration.

Client skin
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Gold Technologies, m.

BOLDLY SECURING YOUR FUTURE

Hames » Sndtings: » Portal Configuration

Puostal Con n Content Sekection
Cument Context: Bokd West C5 (Comrpany] B Cortael Station
Poital Customization: E nablad Brarch

Dhaabe
Lesga

Cuttome:

* Reports

= Seltngs
Frutal Corfigurstaon

Mewm Cordmgusston

Gold Technologies, wo. o

BOLDLY SECURING YOUR FUTURE

[Remere Lol
Upload Mew Loge

[ Browse.. |
Settings
Conbexi: Skin: Initial Page:
Compary Cienl  » Central Station - Statistics -
Biarech FoboH = Beanch - Statistics -
Dresabest FoborH Dieader - Statishes -
Cuntomes FoicH w» Customer - Activity Log -

Updiste

Images should be created and sized with the Portal's layout and skin in mind. Logos are
displayed in their native size, so a logo that is too small or too large will not fit in the proper
page content well.

From this page, users may also change the appearance settings by selecting a skin theme from
the Skin drop-down menu - in this example, the Central Station context may choose which
skin another user (Branch, Dealer, or Customer) may also see when logging into BoldNet.
The Initial Page is used to set which page will display when logging into the Web client -
here, the Statistics page is set for all entities except the Customer, who will see the Activity
Log upon log in. At this time, the Initial Page only applies to users with the same context-
level, such as a fellow Dealer context users of a Dealer user with Change Personalization
profile permissions. Once these changes are set, click Update for the changes to take place.

Types of Skins

Several skins are available for customization, including a Manitou-based skin that increases
flexibility and familiarity with the BoldNet product. For example, the "Folio" skin uses a
vertical menu while the "Folio-H" skin uses a horizontal menu:

Folio-H with the horizontal menu
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eral Infamation

Contact List

Call List

Customer

Comments

Action Pattems

Biling Charges

Biling R ates

Sche

Reversa Commands
Trarsmitter 1D R anges
Scheduled Reports

Mairtenance |

BOLDLY SECURING YOUR FUTURE

[Remove Logo]
Upload New I.E
| Browse._

Settings

Context: Skin:
Company Falio-H
Branch Falio-H
Dealer Fobio-H
Customer Falio-H

Imtial Page:

| Central Station - Statistics

| Branch - Statistics

| Dealer - Statistics

| Customer - Activity Log
Update |

Central Station |

ct Ligt

Portal Customization:

Enabled

Bold west CS [Compary)

Gold Technologies, .

BOLDLY SECURING YOUR FUTURE

Upload Mew L
| (Boms. |
Seltings
Context: Initial Page:
Company |Folio |« | Central Station - Statistice (=]
Bianch | Branch - Statistics ]
Dealer o | Diealer - Statistics =]
Customer | Customer - Activity Log [~]
_Update |
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Another notable skin is the Client skin. This particular skin was created to mimic the look and

feel of the Manitou client and may be useful for BoldNet users who are familiar with the
Manitou product.

Notes about Skins

e Sub-dealers will inherit their master dealer's skin and initial page selections if they do not
have personalization enabled.

e Entities with personalization are able to set skin and initial pages for themselves and sub-
entities.

e Separate Master Pages are allowed for each skin.

Menu Configuration

The Menu Configuration form is used to indicate which menu items should appear when a
context logs into BoldNet. Users with contexts belonging to entities that have personalization
capabilities and the Change Personalization profile permission will be able to add/edit/remove

menu items (pages) on their entities’ portal through the Menu Configuration component of
BoldNet.
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Meru Configusation
[ Add Il Femove

=-Central Station

=S latishics

~General Information
_..tmt Lht

- Call List
—Comments

Fdyedion Patterrs
Billing Charges

- Billing Rates
~Schedules
~Reverse Commands
~Trarsmilter 1D R anges
—Scheduled Reports
- airenance |ssues
F-Branch

- Statistics

~(General Information
~Cankact List

—Call List

~Attentions
~Comments
~Schedules
iScheduled Repaorts
i---Ivl.al'aln‘erm-ﬂ-:-e Issues
= Dealer

—Shatistics

~General Information
~Contact List
Z‘Bi"ﬂ

—Biling Charges
—Biling Rates
=-Advanced

~Call List
—AHerions
—Ewent Programming
= Trargmatter Types
—Schedues

= Comments

For example, a Dealer may wish to only see a select few menu items such as Statistics,
General Information and Contact List when logging into BoldNet. A context with menu
configuration enabled can create an "Advanced" menu so that the Dealer will see his top
menu items and then, if needed, can drill down into the Advanced menu to see items such as
the Call List or Transmitter Types:
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— -Dealer
g----Statistics
é----Eeneral Information
g----EDntact Ligt
—-Billing
- Billing Charges
i Biling Rates
i--.ﬁ.dvanced
- Call List
- Attentions
- Event Programming
- Transmitter Types
- Schedules
- Comments
- Maintenance lzzues
- Scheduled Reportz
--Action Patterns
- Control Panels
- pticing
- Tranzmitter 1D Ranges

- Heverse Protocalz

--Feverse Commands

43

Now, when the Dealer logs in, he will only see the Statistics, General Information, Contact

List and Advanced menu:
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Dealer C ne 3 Settings

Surnmnary Statistics
J: / ' ) General [nformation
ﬁk‘?{, ™ 24 Hour Inquine © 48 Howr Inquing © 72 Howr Ing SHETETTTRIEEN

W |mclude Sub Dealer Statistics
Cuztomer Counts
Active Custorners
Ihactive Customers

Pending Customers
Deactive Customers

0
0

Customer Status Summary

Customers Currently [ Alarm

Customers Currently On Test

Dispactched Alams In The Last 24 Hours
Cusztormers With New Maintehance |ssues
Cusztormers With Unrezolved Maintenance |ssues
“wfith Ewpired Permits

Customer *wfatch List

Top Alarm Activity Qver 30 Days
Top Falze &larm Sctivity Ower 30 Days

(— — I — I — I — O — I — ] — I —]

—

Customer Tranzmitter Surmmary
Transmitters [n Alarm
Transrmitters [n Fault
Transrmitters [n Line Fault
Tranzmitters ‘Wwith Lowe B atbery
Tranzmitters With Late-To-Test

Tranzmitters kizzing Event Programming
Transmitters Mot On File [n the Last 24 Hours

(=R — I — N — I — I — ]

Setting up menus in this way can ensure that users will not need to navigate through various
unnecessary menus, or that they can access their most used menus quickly from the initial log
in.

Editing Menu Items
To edit a menu item, click on the menu item, and the edit form will appear:
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e Canfiguiation

Add I

Remaove

=-Central Station
-Genetal Infiormation

—Contact List
i—Call List
5---I:omment$
—Action Pattems
—Billing Charges

Billing Rates
—Schedules
—Reverse Commands

~Transmitter D Ranges
~Scheduled Repoits
M amntenance |ssues

~Branch

R~ E—

+-Dealer

%--Custcmer

E---Llrtca!egotized

Reset menu to defaults

MNOTE: Changes made here will take affect on the menu after navigating avway from thiz page.
Captior: Central Station

Caption:
Statistics
Description:

Displays General Cencral
Station Statistics

Peimiszion Requined:
Central Station -» Statistics -

Additional Page Parameters:

| URL Token Tool |
[ Use the additional parameter value as the final destination URL. (Link)

Parent:
Ceriteal Station -

[ 'Movetr'uspage
@ Before
After

General Information -

(gt

Menu items may have the following configured properties:

e Caption - The English text of the Menu item/Page title. This will be translated by Manitou.

e Description - The English text of the description/Tooltip that will be displayed for the
Menu item/Page. This will be translated by Manitou.

e Permission Required - The profile permissions required for the page to be accessed by

other users.

e Additional Page Parameters - Page parameters may vary from page to page. In
combination with the "use the additional parameter value as the final destination URL.
(Link)" checkbox, the menu item becomes a hyperlink menu item that will open the final

destination URL.

e Parent - Menu items/Pages can be nested under other pages to provide drop-down menus

or submenu structures as desired.

e Move - Pages can be moved (within their hierarchy level) before or after fellow Menu
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items/pages. Pages can be moved before or after fellow menu

URL Token Tool
URBL Token Tool

Enter your desired destination URL [with parameters and tokens]:

The URL Token Tool allows the user to enter the desired destination URL along with
parameters and tokens. When used, this tool automatically adds the necessary link prefix
information and URL encodes the destination. If tokens are not needed, then there is no need
to use the URL Token Tool; simply enter the desired destination URL directly into the
Embedded URL (or Additional Parameters on the Menu Configuration page) text box.

Example:

A dealer wants to configure the All Events Web Printer for viewing signals
coming in on their customer’s accounts. The All Events Web Printer is located
at http://www.boldgroup.com/AEP/Default.aspx. Note that this could also be
done by the Central Station so that all dealers have this available at the
customer level.

The Dealer would need to:
1. Addan HTML Container to a new or existing page at the customer
level.

2. Editthe HTML Container.

3. Enter the desired Title, Frame Width, and Frame Height for the HTML
Container.

4. Select the “Use Embedded URL” check box.
5. Click the URL Token Tool button.
6. Enter the following address:

0 http://www.boldgroup.com/AEP/Default.aspx? AEWP=%%AEWP

%%

7. Click Ok on the URL Token Tool dialog

8. The resulting Embedded URL will appear as follows:
0 ManitouOnline.aspx?PagelD=Link&Dest=http%3a%2f%2fwww.b
oldgroup.com%2fAEP%2f
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http://www.boldgroup.com/AEP/Default.aspx?AEWP=%%AEWP%%
http://www.boldgroup.com/AEP/Default.aspx?AEWP=%%AEWP%%

My Settings a7

Default.aspx%3fAEWP%3d%25%25AEWP%25%25

9. Click Ok on the HTML Container Editor.

Entity Management

Entity Management allows a user such as a Dealer or Branch to personalize BoldNet when
logging in with their own unique User ID and Password. Only a Central Station context can
access the entity management option.

Entities Allowed Personalization

Add | Fermove Add | Fermove

To add a Dealer or Branch to allow personalization, click on the Add button and search for
the appropriate value. Once the Dealer or Branch is located, click on the Alarm or Dealer link,
which will add it to the Entity Management list.

Entities Allowed Personalization

Add | Eermove Add | Eermove

Dealers Zoanches

alarm Branch

Now, when this entity is given a login and context selection to BoldNet, the user will be able
to personalize BoldNet to their liking. This personalization will only display for the current
entity that is logged in to the application.

User Settings

Upon initial login, the user may wish to change some login settings, such as password, change
the display name, or apply a profile. This is done in the User Settings form. Once a profile is
applied, the access permissions for BoldNet usage will be set.
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Enter the code

showir:
I zer Infarmation
Full M arme: ke Taylor
Logir: LIZEr
Pazzwiord: Change pour passwiord
b anitau Profile
Login Meb Access (D]; TOMTHUME
Pazsward: i
Ermail
Email &ddress: miketi@boldgroup. com
Other Settings
Default Log Search Days: a0

Remember, Web Profile Permissions are entered into the Manitou Profile section of the form.
This is the same username and password specified in the Operator Workstation.

Operator Workstation form

Fazswords

= ETY
[ WebAckegs D (5| |DELL
‘wieh Profile: Full Access
YRT ID: |
Max Test Time: Iﬂ—ﬁ
BoldNet form
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Enter the code

showir:
I zer Infarmation
Full M arme: ke Taylor
Logir: LIZEr
Pazzwiord: Change pour passward

b anitau Profile
Login Meb Access (D];

Pazgwiord:

TOMTHLIME
i

Ermail

Email &ddress:

miketi@boldgroup. com

Other Settings
Default Log Search Days:

30

Once the information is entered, click Update and BoldNet will apply the Web Profile

49

Permissions. For example, from now on, when a user from the Central Station logs in, the

Central Station information will be displayed upon login:
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Cuhormat Coumis General Information
Active Csomary 42 Contsct List
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Cughormet Status: Susnmeary Aton Pattems
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Diispsciched Alwrmes I The Last 24 Hoans n AR
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All Events Web Printer

The All Events Web Printer allows dealers and customers to view signals received real-time
through the BoldNet web interface. Once a dealer or customer logs into BoldNet the user’s
credentials are passed to a standalone Windows Service. If the credentials match, the
Windows Service sends back a string of signals received from the Manitou Signals to the
Web Service, related to that user. If the user is a dealer, all dealer customer signals are
processed. If the user is a customer only the customer signals are returned. The Web Service
builds the rows and returns the list to the .aspx page. The page is viewable in an iFrame
within BoldNet. The .aspx page renders the rows in tabular format via the DIV tag (html).

Send Signal TCP
Port (3093)

Send Rows to Display

Windows Service
Receives Context
Process Rows

Sends Rows

Web Service ASPX Page
Process Context Output Rows to
Send Context HTMIL

Gets New Rows

Incaming signal from
5ignal HandlerUDP
Port (6981}

Listen for Context
TCP Port [3093)

Passthe ContextString
through Java5cript

Operation

Web Service (WebService.asmx)

Send Contact
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If a user logs in to BoldNet and navigates to the All Events Web Printer option under Dealer
or Customer, a context string is passed to the Web Service as an encrypted URL parameter
(AEWP). A JavaScript function in the Default.aspx separates the context parameter from the
URL, and passes it to the Web Service. The Web Service then decrypts the parameter and
tokenizes it as follows:

<SOT | ContTyp | <SEP | ContID | <SEP |ContTyp | <SEP |Contl |<SEP |DateVa |<EOT
> el > 1 > e2 > D2 > lue >

SEP = Chr(30) — Non Printable Character - Token Separator
SOT = Chr(2) — Non Printable Character - Start of Transmission
EOT = Chr(3) — Non Printable Character - End of Transmission

A “RowlID” is added prior the EOT non-printable character, and the context string is then
re-encrypted:

<SO Date
T> |ContTyp|<SEP [Contl |[<SEP |ContTyp|<SEP|Contl [<SEP [Value |<SEP |Rowl|<EO
el > D1 P e2 > D2 > > D >

The Encrypted context string is then streamed out on TCP port “9099”.

Receive Rows
TCP Port “9099” listens for incoming signals from the Windows Service. Once the data is

received each character of the string is checked until the GUIDSPLIT character is reached.
This designates that all the rows have been sent through. Two incoming rows would appear as
follows:

[ <507> | <Div+ | SIGNAL | </DIv= | <EOT= [ <507 | <Dive | SIGNAL | </DIve | <E0T= | <GUIDSPLIT> | ROWID |

The signal content contains the following values:

| TIME | cusTID | CUSTMAME | DESCRIPTION | KEYPART | TRANSMITTER | AREA | ZONE | ADDITIONALINFO |

Web Page (Default.aspx)

Signals will be displayed in an iFrame within the BoldNet application. The web page displays
the signals returned from the WindowsService to the WebService. The signal data returned to
the Web Service is as follows:

Time CustomerID Name  Description Code Transmitter  Area
Zone Info
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The incoming or latest signals are displayed at the top, with the prior signals before. The list
will grow until the “ItemsToDisplay” value is reached.

JavaScript
A JavaScript timer executes on a user defined time limit, “RefreshTimer”. This tells the web
page how often to execute a call checking if new signals have come in.

<appSettings>
<add key="ltemsToDisplay' value="60" />
<add key="RefreshTimer" value="7" />
</appSettings>

DivStyles.css

The DivStyles.css defines attribute styles for signals displayed on the webpage. Row header
and row data styles are set within this page. Modifying the row style changes it’s look in the
iFrame.

-row
{ i -
display: inline;
float: left;
padding: 1px 1px 1px 1px;
width: 1200px;
}

Client -side Cleanup
The “ItemsToDisplay” setting allows the user to select how many signals they want displayed
on the page. If the limit is reached, the older signals get dropped from the page.

<appSettings>
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<add key="ItemsToDisplay" value="60" />
<add key="RefreshTimer" value="7" />
</appSettings>

Window Service (AllEventsWebPrinter.exe)

Receive Signals
A separate thread, the UDP Processor listens on UDP Port “6981” for signals processed by
the Manitou Signal Handler. An incoming signal appears as follows:

Format: MM/DDJ|hh:mm:ss|00006|002|1|8000|007|3|CUSTO1|Fire
Alarm|1:1:3|Inactive|Joes’ Crab Hut|DLR12|

Fields: Date |[Time|Process Tag|Thread Id|Msg. Code|Msg. Category|App
Type|Priority|Customer Id|Desc|Fep:Receiver:Line|Add. Info|Cust Name|Dealer Id

When a signal is received the UDP Processor adds the incoming signal to a list in memory
(AEPRow class). The list is grouped on contlD1, which is the DealerID. Once the DealerID is
added as the list key, new signals get placed into the related list rows. The following shows all
the customer signals added to dealer D100’s list.

ContlD]l —»

—® [ <DIV=TIME CUSTID-01 CUSTMAME DESCRIPTION KEYPART TRANSMITTER AREA ZOMNE ADDITIOMALIMFO«</DIV>
<DIV=>TIME CUSTID-01 CUSTMAME DESCRIPTION KEYPART TRANSMITTER AREA ZOME ADDITIOMALINFO=/DIV>
SIGNALS — <DIV=TIME CUSTID-03 CUSTNAME DESCRIPTION KEYPART TRANSMITTER AREA ZOME ADDITIOMALINFO</DIV=
<DIV=TIME CUSTID-02 CUSTMAME DESCRIPTION KEYPART TRANSMITTER AREA ZOME ADDITIOMALINFO</DIV>
L | <DIV=TIME CUSTID-01 CUSTMAME DESCRIPTIOM KEYPART TRANSMITTER AREA ZOME ADDITIOMALINFO=/DIV>

Receive Context / Send Rows

The TCP Server thread listens on TCP Port “9099” for the incoming context string. Upon
receiving the context string, the list built in the UDP processor is iterated though backwards
looking for the “lastRowID”. If the “lastRowID”and the DealerID passed in from the context
string matches that of the list key, all the list rows later than the “lastRowID” are returned. If
the DealerID from the context string matches that contained in the list, all rows are appended
to the outgoing stream. They are then streamed out on TCP Port “9099” for the WebService
to receive.

Server-side Clean Up
The cleanup thread removes signals from the list based on two criteria, the ITEMLIMIT, and
the AGELIMIT. Both values are defined as global constants within the Globals.vb class.

Public Const ITEMLIMIT As Int32 = 10 "Rows limit
Public Const AGELIMIT As Int32 = 20 "Age limit in minutes

The cleanup thread executes every 30 seconds, checking against the constant values. If the age
limit is reached, all signals later than the limit are discarded. If the Item limit is reached, all
singles greater than the limit are removed from the list.
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